A review of the state of the Internet in terms of traffic and services trends covering both the Research & Education and the Commercial Internet will first be given. The problematic behind the IPv4 to IPv6 migration will be explained shortly, a short review of the ongoing efforts to re-design the Internet in a clean-slate approach will then be made. Last, an overview of the main organizations involved in Internet Governance will be presented
Introduction
As the exhaustion of IPv4 addresses is coming closer (i.e. 2011-2012 according to Geoff Houston's widely accepted IPv4 Address Report 2 ), as the wide adoption of IPv6 is still lacking, as the Internet continues to grow at the annual rate of 20%, the Internet is at a crossroad with two competing approaches, evolutionary or clean-slate. While a clean-slate approach bears lot of promises it does not provide a realistic alternative in the short to medium term (i.e. next decade or so) given the time to reach consensus and converge on a solution that both solves the numerous architectural problems of today's Internet but also provides a solid foundation for the "Internet of the Future" encompassing new needs and requirements (e.g. mobility, security, sensor networks, Radio Frequency Identification (RFID), Personal Area Networks (PAN), Vehicle Area Networks (VAN), etc.). One major concern is to keep the Internet together throughout this very complex evolutionary process.
The purpose of this article is to throw some light on some specific technical aspects of the rather confused situation of today's Internet, e.g. IPv6 migration; it does not attempt in any way to be exhaustive in respect to the "where is the Internet heading to?" question, including the societal, ethical, legal and governance aspects in addition to the technical ones. This is far too wide and complex to be addressed in a single article.
Main Sources
This article is an updated, although much shortened, version of an article that was published in the NEC2007 conference proceedings 3 and is also derived from a presentation 4 made at CHEP'2009 in Praha which contains, among other things, figures and tables regarding Internet traffic by region and by application.
State of the Internet
There are really two Internets branches that, apart from the fact that they are obviously interconnected, have very little in common namely, the Commercial Internet and the Academic & Research Internet exemplified, in Europe, by the pan-European GEANT backbone interconnecting National Research & Education Networks (NRENs), in the USA by Internet2 and the National Lambda Rail (NLR), etc.
Internet Traffic
Although the Internet is plagued with a number of very serious "ills" (e.g. numerous security threats, unsolicited mails (spams)), it is, however, thriving as evidenced by the various kinds of statistics available
There are many sources of Internet statistics, some, e.g. Internetworldstats
5
, measure the number of Internet users per world region as well as the penetration of the Internet, with a total number of 1. 58 The traffic projections made by Cisco in their Cisco Visual Networking Index 8 are also most interesting, however, they must be taken with a grain of salt as it is clearly in Cisco's own interest to predict too high rather than too low compound annual Internet growth rate; nonetheless the Cisco predictions appear to make a lot of sense as everyone can observe the clear move towards more access to multimedia content over the Internet.
Both Cisco and Ipoque agree that Peer to Peer (P2P) traffic is the dominant source of Internet traffic worldwide, up to 40-50% depending in some regions. So, one essential fact is that the Web traffic, that used to be the prevalent source of Internet traffic, is only representing 20% to 25% of that traffic today; however, due to the increasing popularity of Web 2.0 & social networks, Web usage appears to be growing again. In the longer term, Cisco predicts that by 2012, with a compound annual growth rate of 97%, "Internet video to PC" will surpass P2P traffic.
The P2P technology suffers from its early pioneers, e.g. Napster, and has sometimes become synonymous to illegal distribution of copyrighted material! Despite the fact that P2P distribution techniques, e.g. BitTorrent, Gnutella, are both very impressive but also very effective, they are seen by some as a violation of basic Internet principles. Indeed, the file distribution techniques used are quite far from the straight end to end principle with files divided into chunks and the chunks replicated at many locations in order to enable the capability to download the various chunks belonging to a particular file, usually a movie, from multiple sources at the same time thus greatly reducing the downloading times.
Given its high impact on the overall performance of the ISPs, in particular transit ISPs, it also raises network neutrality issues, that is discrimination against specific types of traffic (e.g. encrypted, P2P, traffic) by using traffic shaping, also dubbed "traffic throttling", techniques, thus potentially causing major performance losses under high load conditions. 
Academic & Research Internet
The Academic & Research Internet is bandwidth-rich and is sometimes looking for solutions to not so well established requirements and/or problems. For example, the very strong emphasis on Bandwidth on Demand (BoD), i.e. end-to-end on demand multi Gb/s light-paths, is extremely puzzling! Indeed, it is completely unclear whether the ultimate aim is user-initiated light paths or a traffic engineering tool for internal use by DANTE inside GEANT, in much the same way as Internet2's DCN service is used by the internal Phoebus "transport relays. As rightly pointed out by Bill St Arnaud in CAnet-news 15 back in October 2007, "Bandwidth on Demand" smells the bad days of "circuit switched networks" and all the extensive centralized administrative processes that are required to ensure adequate capacity and support". However, "fast provisioning" inside an ISP infrastructure is a very worthwhile goal that all the Telecom Operators are striving to reach, in order to satisfy their customers and to differentiate from their competitors, which is an absolute necessity.
Over time, DANTE (Delivery of Advanced Network Technology to Europe), thanks to massive European Union funding and continued support of European NRENs, successfully managed to build, mostly over leased dark fibers, the very impressive pan-European GEANT backbone with many interesting features and services, connections to the academic world in Africa, America, Asia, Caucasian (Black Sea) and Mediterranean countries.
Unfortunately, DANTE is a monopolistic style of organization that is far too much politics driven and not quite enough user driven. A consequence of the overly complicated organization of DANTE & GEANT is that, as time goes, the price/performance ratio becomes less and less attractive compared to those of commercial Internet providers. Without EU funding, i.e. approximately 50%, the GEANT network would not be price competitive at all; therefore a major rethinking of its main goals as well as its organization must be carried out in order to guarantee its future.
In any case, because of the availability of dark fibers and the resulting availability of cheap 10Gb/s light-paths, GEANT evolved from a single global pan-European backbone into multiple Mission Oriented Networks, e.g. DEISA, JIVE, LHC, i.e. back where the scientific community was some 30 years ago with mission oriented networks like HEPnet , which is actually a very good thing! One reason behind this interesting evolution is the "failure" of the original "economy of scale" principle. This principle that was valid in the early 1990, because of the old "4 times the capacity for 1/3 to 1/2 of the price" rule, has now become invalid because of the 10Gb/s bandwidth limit; in other words, commercial pricing beyond 10Gb/s became linear hence, among other things, the wide adoption of "dark fibers" allowing to activate additional circuits as needed at the marginal cost.
Wide-scale commercial 40Gb/s deployment that really started in 2008 (e.g. ATT, NTT) will not change the above trend as this technology is still horrendously expensive and 100Gb/s technology is still some years away.
Commercial Internet
The commercial Internet is faced with a number of very serious challenges that are threatening, if not its existence, at least its long-term stability. By far the most serious problem is the IPv4 address space exhaustion which is predicted to occur within the next 2-3 years and the lack of of IPv6 uptake by the commercial Internet; but there are also known DNS weaknesses (cache poisoning) that should be cured by the large scale deployment of DNSSEC in 2010, numerous security issues, lack of guaranteed Quality of Service (QoS) Prior to the European Union wide Telecom de-regulation back in 1998, the European R&E community as well as the European commercial Internet Service Providers (ISP) suffered from the prohibitive costs of Telecom services. Since then, Telecom prices (i.e. Internet access, leased lines, fixed as well as mobile telephony) have been continually dropping leading to a more healthy situation regarding the relation between the incurred costs and the pricing of services to customers, but also leading to a number of bankruptcies and a narrowing of the commercial margins, thus deterring the remaining Telecom Operators, usually the incumbents, to make heavy investments in new or yet unproven technologies and services. Lack of serious IPv6 operational deployment by commercial ISPs is clearly a direct result of this situation as, even assuming near-zero Capital Expenditures (CAPEX), the Operational Expenditures (OPEX) will, no doubt, be fairly high.
Whether this is a "heretic" view or not, I believe that, during the last decade or so, most innovations appear to have come, in the form of new applications and services over the commercial Internet, e.g. 
The predicted end of IPv4
An IPv4 Address report is auto-generated by a daily script and is available from: http://www.potaroo.net/tools/ipv4/index.html
The report generated on 13 December 2007 predicted November 2010 as the date of the exhaustion of IANA's Unallocated IPv4 Address Pool and November 2011 as the date of the exhaustion of the RIR 23 (Regional Internet Registries) Unallocated IPv4 Address Pool. According to the latest report, these dates have now been pushed back to May 2011 and September-2012 respectively.
The sad IPv6 "saga"
In a reason driven world the migration to IPv6 would appear to be unavoidable, however, the sad reality is that IPv6 deployment is still in its infancy and may even never happen as there is still a very strong resistance and alternative solutions/kludges, like carrier grade NATs, could extend the life of IPv4 indefinitely. In addition, translators providing a convenient way to interconnect the IPv4 and the IPv6 Internets are expected to become widely available soon; even though it is rather obvious that a healthy Internet cannot rely on the massive use of translators, be they "carrier grade", these are likely to have a big impact.
One problem is that the time horizon of ISPs is much shorter that those of the Internet architects; indeed, Internet Service Provision is driven by short term economic incentives and the profit margins are very low due to the highly competitive business environment; hence, the business case for IPv6 seems to be nearly impossible to make and the proliferation of NATs (Network Address Translators) is likely to continue until the Internet becomes completely impossible to manage and the case for IPv6 becomes both appealing and compelling. In any case, very interesting new ideas are already emerging from the various clean-slate Internet initiatives around the world; therefore on can reasonably expect that some of these more radical design approaches, e.g. a content-centric rather than a host-centric Internet using self-certifying names, can be retrofitted into the existing Internet.
Whereas it serves no purpose to finger-point some individuals and/or some organizations, it is a fact, however, that there has been far too many counterproductive attempts in the past to "sell" IPv6 with false arguments, e.g. built-in Quality of Service (QoS), restoration of "end-toend" communications and address transparency, etc.
There appears to be a growing consensus that the IPv4 to IPv6 migration will not happen as originally thought out back in 1994, if only because of the forthcoming shortage of IPv4 addresses that will make it increasingly difficult to comply with the "canonical" dual-stack 24 transition strategy.
Indeed, RFC1671, the original strategy document, dates back to August 1994 and since about 2 years, it has become rather clear that the IPv4 to IPv6 transition strategy is incomplete and that the IPv4 to IPv6 migration process, which is almost unavoidable, will be incredibly more difficult than originally thought, hence the need for additional address translation mechanisms.
Following the re-classification by the IETF in July 2007 of the "heretic" RFC2766 (NAT-PT), written in February 2000, from "Operational" to "Historical", the IETF community, at large, suddenly became aware that the issues covered by NAT-PT, i.e. communications between IPv4 only nodes and IPv6 only nodes were not only real but also critical to the graceful deployment of IPv6. As a result, a number of draft RFCs have been submitted and among which a "problem statement and analysis of IPv6 to IPv4 Translators (NAT64) 25 " by M. Bagnulo, Huawei Labs at UC3M, in November 2007.Consequently, there is some hope that this most critical issue will find a proper solution sooner rather than later! Back in early 2008, IANA allowed the RIRs to move to an IPv4 "Trading Model 26 ", thus transforming themselves into "Title Agents" instead of IPv4 space "Allocators". This change of policy, if implemented, could potentially extend the lifetime of IPv4 while also facilitating the migration to IPv6 by granting much needed additional time, i.e. 5 years or more.
However, this new policy which is rather difficult to implement, in practice, did not have any effects at all, so far! In addition, there are diverging opinions about the effect of this "sweeping" move, e.g. 
Short Review of Internet Rescue Initiatives: the "clean-slate" design temptations
Given the "stalled/ossified" state of the Internet and its inability to move forward in a coherent manner, some of the key players, e.g. the US National Science Foundation (NSF) through GENI and FIND projects, the European Union (EU) through the "Future Networks project, but also some of the prestigious Universities that contributed the most to the Internet concepts and architectural principles, e.g. Cambridge University (UK), MIT & Stanford University (USA), have launched their own Internet "clean-slate" design programs. The related work is extremely interesting but is potentially dangerous as it could create an even worse political delusion than the "IPv6 cures everything" delusion.
NSF's GENI
45 (Global Environment for Network Innovations) is basically a flexible and reconfigurable network "test-bed" allowing multiple slices to be allocated to different user groups to validate their new architectural proposals. The GENI Research plan 46 is an evolving document which is most interesting to read as it describes very well a number of new "disturbing" concepts like "buffer-less It is, in fact, very surprising to find that so few public results are coming out of the GENI and FIND initiatives, despite the fact that they are very well known because of all the "hype" that accompanied their launch. It is also very disappointing to observe the same type of "opacity" from Stanford University and MIT's (Communication Futures Program 50 ) clean-slate projects.
In contrast, European Union's FP7 funded programs, namely: "The Network of the Future" and "Future Internet Research & Experimentation (FIRE)", have not gained much visibility inside and outside Europe, despite the fact that these projects are both very interesting but also very open, i.e. most deliverables are public. Indeed, the EU initiated a number of extremely challenging projects, e.g. 4WARD . The 4WARD project is particularly interesting as it is driven by the Wireless World initiative (WWI 56 ) that aims to contribute to a clean-slate Internet design from a mobile and wireless perspective. In addition, a Future Internet Assembly 57 (FIA) that is due to meet twice a year has been started under the auspices of the EU in Bled (Slovenia), continued in Madrid (Dec. 2008) 
Internet Governance
This chapter is not meant to be exhaustive, as it is not really the main purpose of this article, and the number of actors is huge, therefore I will only focus on the respective roles of the Internet Corporation for Assigned Names and Numbers 
ICANN

64 is a California non-profit corporation that was created in 1998 in order to oversee a number of Internet-related tasks previously performed directly on behalf of the U.S. Government by other organizations, notably IANA. The tasks of ICANN include coordinating the delegation and registration of domain names and the assignment of IP addresses. To date, much of its work has concerned the introduction of new generic top-level domains and accreditation and quality assurance in the burgeoning domain registration market. The technical work of ICANN is referred to as the IANA function; the rest of ICANN is mostly concerned with developing and coordinating policy.
ICANN's structure is extremely complex and hard to understand which may be one of the reasons why it has been the object of hot controversies since its creation. Indeed, it is seen by many Internet stakeholders as the "hand" of the US government over the Internet, despite the fact that the ICANN board 65 has a very broad international representation.
To some extent, the IGF process can be seen as a counter-offensive against ICANN, though the IGF agenda is much wider than that of ICANN whose remit mostly deals with items such as Internet names and numbers.
ISOC
ISOC is a non-profit organization founded in 1992 to provide leadership in Internet related standards, education. ISOC is dedicated to ensuring the open development, evolution and use of the Internet for the benefit of people throughout the world. ISOC provides leadership in addressing issues that confront the future of the Internet, and is the organization home for the groups responsible for Internet infrastructure standards, including the IETF and the IAB.
The Internet Architecture Board (IAB)
The IAB is chartered both as a committee of the IETF and as an advisory body of the ISOC. Its responsibilities include architectural oversight of IETF activities, Internet Standards Process oversight and appeal, and the appointment of the RFC Editor. The IAB is particularly concerned by the stability and the graceful evolution of the Internet and has organized workshops on "hot subjects" such as "Routing and Addressing In summary, IAB's positioning as the guardian of the Internet theology is lacking flexibility and appears to have been unable to influence the "evolution" of the Internet in a coherent and effective manner. In other words, the Internet is seen as "stalled" by many observers, hence the "clean-slate" design temptation and the long term initiatives to rescue the Internet worldwide (i.e. European Union, Japan, USA).
The Internet Governance Forum (IGF)
The IGF is a new forum for multi-stakeholder policy dialogue whose purpose is to support the United Nations Secretary-General in carrying out the mandate from the World Summit on Information Society (WSIS). The IGF meets once per year and the last meeting that was held in New Delhi (India) n December 2008 attracted more than 1000 participants, however, nothing very concrete has yet happened! The IGF has a rather bureaucratic setup which appears to satisfy everybody because of the, so called, "multi-stakeholder" approach. A marked improvement over ITU's or UN's topdown, government managed style of work and decision making. The IGF may prove to be an improvement over the bottom-up, IETF style which has also shown its limits because of the relative loss of influence of the academic and research community worldwide and the huge, often conflicting, commercial interests. However, the practical results, so far, have not been very impressive, to say the least, apart from the agreement on the organizational structure of such a worldwide forum which is admittedly a big achievement already! 66 http://www3.tools.ietf.org/html/rfc4984 67 http://www3.tools.ietf.org/html/draft-iab-iwout-report-03 
OECD Workshops
ITU
For various reasons the ITU does not have a very good image in the Internet community, maybe because of its role in establishing the IGF, maybe for other reasons, e.g. failed standards like X.400, I personally believe that this poor image is largely undeserved given that the ITU has been very active on many fronts, e.g. QoS, Next Generation Networks (NGN) The Internet was mostly specified and developed by the academic community and it has long been an undisputed fact that the development of the Internet protocols was led by the academic and research community; however, with the commercialization of the Internet there has been growing divergences between the commercial and the R&E Internet and it is clear that the influence of the academic community has been fading out.
This may be due to the fact that there are many conflicting commercial interests at stake. Under these circumstances, it is quite remarkable that the consensus building model exemplified by the working style of the IETF has been resisting fairly well to pressures of all kind, although it is no longer working as smoothly as in the past. 
Where is the Internet heading is to?
This is the million Euros question that even the best Internet specialists are unable to answer given the uncertainties surrounding the wide adoption of IPv6 and the clean-slate design temptation that is entertained by the funding agencies worldwide. At least three scenarios are possible:
infringements and the related attempts to regulate the Internet in a lawful manner also very preoccupying.
New business models will be necessary anyway, a mostly "free" Internet cannot go on forever, but are Internet customers ready to pay more? 
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